Controlled Data Transfer, Secure Data Transportation

Sophisticated Rights Assignment based on
Groups, Users or Computers

Control individual access rights directly for groups,
users and computers or a combination thereof. This
significantly reduces the administrative burden and
ensures transparency.

Synchronization of User Directories

Already existing users and user group definitions in
Microsoft Active Directory or Novell eDirectory are
synchronized with the cynapspro management
console. This way you avoid double efforts with
regard to the definition of users or user groups for
access control lists and you reduce the time required
for configuration and maintenance.

Complete Offline Support

Using secure remote authorization codes, access
rights for computers that are not connected to the
network can be changed at any time. MobileCryption
allows users to access encrypted data anywhere and
atanytime.

Flexible Device Management

Device permissions may be set for device types,
device models or individual devices defined by serial
numbers. You can thus benefit from the use of
corporate devices without compromising security.

Secure File Management

In addition to setting device security, you can permit
or stop the data transfer to and from devices
depending on the file type. You can thus prevent the
copying of in-house data to external memory stores
and thus its possible misuse orloss.

Intuitive Management Console

The central, user-friendly management interface
makes it possible to assign complex settings with a
few mouse clicks. The console and the locally
installed agent are available in various languages.

Comprehensive Analysis, Protocols and
Reports

Information about access rights, access control,
blocked requests, etc. can be evaluated, analyzed
and exported.

Complete Audit History

Password protected (four eyes principle), detailed
access log with filtering and sorting options. In case
of suspected misuse of data you can see who has
accessed which files. All actions of the administrator
are also fully logged.

Ticketing System

Change requests by the users are recorded in a
ticketing system and can be implemented directly
from the ticket.

Integration with 3rd Party Software

An XML interface makes it possible to fully integrate
the access rights management into your established
help desk solution. You can combine it with your
authorization workflow or other processes you have
defined and your help desk staff does not need to get
used to an additional console.

Distributed Environments

Several servers replicating each other can be used
atthe same time.

complete - flexible - secure - enterprise-ready

About cynapspro: Contact:
Headquartered in Ettlingen, Germany, cynapspro GmbH is a leading provider cynapspro UK Office
of data loss prevention solutions. Cynapspro solutions shield companies from Phone: +44 795.893.3094
vulnerabilities arising from the use of new storage media and data
transmission mechanisms, from the loss or theft of USB storage media or cynapspro GmbH

notebooks, and from the unauthorized use of applications.

Phone: +49 7243 945-250

Cynapspro solutions include device management, application management

and encryption for external storage devices or the hard disk.

contact@cynapspro.co.uk
WWW.Cynapspro.co.uk

cynaps .

device ultimate 20039

will guarantee you, that ...

...no one can carry out in-house data, bypassing your firewall by
simply using a USB-thumb drive or an external hard disc.

...no one will bring in viruses, Trojans or other infections via USB-
thumb drives or other external devices.

..only authorized applications can be started within your company.
..data on external devices is automatically encrypted.
..company data remains secure when a notebook is lost or stolen.

..you can access your encrypted data, anytime and anyhwere.
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devicepro

Did you know that up to 80% of all IT security breaches and
70% of all data theft happens within the company?

Control data transfer from and to all external devices, ports,
WiFior CD/DVD drives!

The loss of data caused by the use of mobile storage media has been
increasing strongly and steadily. Unmanaged mobile storage media, in
particular memory sticks and external hard drives that are connected through
the USB port, are a threat to any company or institution. DevicePro® reliable
prevents data loss or the import of malign or unauthorized software by
controlling access to all external devices.

Draw a line and improve data security now with DevicePro®. Do not wait to
react until it is too late. Protect your network today and manage your
equipment efficiently and intuitively with DevicePro®.

applicationpro

Do you know which private (and unlicensed) applications
are installed on company machines? Or how many working
hours are lost every year by the private use of company
computers, by users exchanging files or playing games?

Block all unauthorized applications by using the most
effective protection against unlicensed or unwanted
software!

The uncontrolled starting of applications and opening of files is a growing
problem for businesses. Malware and spyware cause enormous economic
damage, and so can viruses and Trojans. Proactive solutions such as
ApplicationPro® directly block unlicensed or hazardous applications.

With ApplicationPro® you define which applications may be executed in your
company (whitelist) or which applications will be blocked (blacklist).

devicepro ultimate

DevicePro Ultimate contains
DevicePro, CryptionPro and ApplicationPro.
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crnyptionpro

Are you aware, that more than 11 million external storage
devices are stolen every year?

Encrypt company data on mobile storage devices!

USB mass storage devices, memory cards and other external devices can
easily store a data volume of several gigabytes, data that will leave the office
in someone’s pocket. These small, mobile storage media are easy to forget or
lose, which can cause an immense economic damage if they fall into the
wrong hands.

Still, these small, mobile storage devices provide a valuable service and
preventing all employees from using them would be unnecessarily restrictive.
cryptionpro automatically and reliably encrypts the data on mobile storage
media without disrupting the user and keeps your data safe. Users won't even
notice! CryptionPro provides the protection needed without depriving
employees of the use of mobile storage media..

cryptionpro HDD

Are you aware, that more than 25.000 notebooks are
forgotten in taxis every year and that more than 1500
notebooks are left behind at every major airport?

Protect sensitive data by encrypting your hard drives!

CryptionPro HDD ® provides comprehensive protection for the information
on your mobile computer. Unauthorized access to the notebook and thus to
the stored data or even access to the corporate network on the notebook will
be prevented. If the notebook falls into the wrong hands, the information on
the hard disk is fully protected. CryptionPro HDD ® provides secure access
protection (pre-boot authentication) and disk encryption (software- and
hardware-based) - the perfect protection for all data stored on mobile
machines.

device management - file-based encryption - hard disk encryption - application control

References: "With DevicePro, we had the management of mobile devices safely under

‘ control from the outset. In addition to the comprehensive functionality, |

[ Vo would particularly like to mention the close cooperation with the

L { }\ manufacturer cynapspro that went far beyond the usual support expected.”
J v Michael Kraemer, Landeskriminalamt Saarland

(State Office of Criminal Investigation)

WiILD

"We already had the solution of another manufacturer in place for about
2,000 users. We then decided for the use of cynapspro, because it provides
all the functionality we expected from a device management solution.”
Peter Schwendner, Rudolf Wild GmbH & Co. KG

Bluetooth, WiFi,

Supported devices and ports:

Floppy Disc, CD/DVD-Rom, USB Mass
Storage, SD/MMC Cardds,
FireWire,

Parallel Port,

Free evaulation:

A fully functional version of our software is
available for download from the cynapspro
website, together with a free 5-user license.

Infrared,

Serial Port, PCMCIA Cards, PDA, Please contact us at +44 795.893.3094 or at

Blackberry, USB-Ports,
Modem, PDA, Printer, Scanner, Digicam,
Sound-Video- and Game-Controller, etc...

ISDN-Cards,

sales@cynapspro.co.uk, if you are
interested in alarger testinstallation.



